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1 Symbols Used

To make working with the training manual easier and more comfortable, 3 different symbols
are used. These symbols should simplify navigating through the documentation, provide
additional information, highlight important sections and introduce examples. The meanings
of the 3 symbols are as follows:

/i\ Attention

This symbol means that the information directly following

NS requires your complete attention. The information here is VERY
IMPORTANT and should be NOTED. It is recommended that the
paragraph next to this symbol be thoroughly read.

The thumb symbol identifies a help tip that explains how

something can be done faster or better.

/'\ Example
o000

This symbol indicates the beginning of an example.
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2 Quick Start

The steps essential for remotely connecting a computer with the SIGMATEK Remote Access
Platform (RAP) consist of:

1. For the initial use, register for an RAP business/user account, s5.1.

2. Configure the remote product as needed:

a.
b.

o T @

4. Connect control with the RAP. Examples are provided:
a.
b.

RAR Hardware, s3

RAE application, s4 (not required for RAR)
Register the device during the initial use.
RAR via Ethernet, s5.3.2

RAR via WIFI, s5.3.3.

RAR via mobile services 3G/4G, s5.3.4.
RAE application, s5.3.5.

RAR, s6.1
RAE, s6.2

5. Add remote services:

a.
b.

C.

VNC, s5.6.2
Port-forward for IP services, s5.4

Data recording, s5.7

07.08.2023
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3 Configuring Remote Access Router Hardware

3.1 Electrical Connection
3.1.1  Wiring the RAR

e The RAR must be supplied with 12-24 V by connecting the supply voltage.

e The shielding should have a protective earth connection.

¢ Install the cables with ferrules to reduce the strain on the wires.

e Adigital input is available the hardware-based management of the VPN connection.
o By default, the digital input is not configured and does not need to be wired.

Digital Control Signal

- -
D [H——H
Shield[3 J_
V-4 =
41| =
V+[ 3 I'

12-24 VDC

Screenshot 1 Supply input connector pin layouts.

= SIGMATEK
-l ¥

Wireless
connection strength LED

Status LED

— Factory reset button

| SIM card slot (size 2FF)
Push down to eject

SMA antenna
[ connector*

Four 1 G Bps LAN ports | SMAMAIN/4G*

+— Power input

Internet / WAN port | use

Screenshot 2 RAR diagram.
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3.1.2  Optional Hardware Switch for VPN Management

The digital input DI1 can be used to deactivate the VPN, this option must be activated via the
RAP.

1. Ensure that the electrical wiring of the device is complete (Screenshot 3) and logged
into the RAP. See section 0 for registration.
2. Inthe process of creating a configuration file in section 0, select the option “Select
control over remote accessibility” ( Screenshot 4)
3. A new controller element with the name “digital input” is displayed (Screenshot 5),
select one of the options:
a. deactivated [digital input inactive],
b. deactivate VPN , if[digital] input low,
c. deactivate VPN, if[digital] input high,

oo\

MAIN DIV @

4. Proceed with Router config file.

Screenshot 3 Installed RAR with switch at digital input 1.

07.08.2023 Page 7



REMOTE ACCESS GUIDE 2> SIGMATEK

o 2] 2] 0

Wired network Internet Machine network Download

How will the router be connected to the internet?

|IP address Automatically assigned via DHCP
DNS server Automatically assigned via DHCP
HTTP Proxy Disabled

Local control over remote accessibility

Back Next =

Screenshot 4 Select local control over the VPN connection.

o 2] (2] L4

Wired network Internet Machine network Download

How will the router be connected to the internet?

|P address Automatically assigned via DHCP
DNS server Automatically assigned via DHCP
HTTP Proxy Disabled

Local control over remote accessibility

O Dpisabled

I Disable VPN connection when input is high

(O Disable VPN connection when input is low

Back

Screenshot 5 Select the action for the digital input.
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3.2 Prepare Hardware with Optional Interface
3.2.1 Mobile phone 3G/4G

While turned off:

1. Theninsert the SIM card into the SIM card slot (Screenshot 6).
2. Screw the antenna onto the SMA connector with the label "MAIN* (Screenshot 7).

3

Screenshot 7 RAR with mobile phone option: 3G/4G antenna installed on the

SMA connector of the mobile device.

3.22  WIFI

With the device turned off: Connect the WIFI antenna via the SMA connection labeled “DIV”.

07.08.2023 Page 9
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A\

3.2.3

Screenshot 8 RAR with WIFI antenna installed on the SMA connector for the
2.4 GHz signal.

Using WIFI RAR as an Access Point (AP)

An Access Point (AP) is configured in the RAR via the RAP as follows:

1.

N o o A

Ensure that the electrical wiring of the device is complete (Screenshot 3) and
Logged into the RAP. See section 0 for registration.

In the RAP, select APPS Menu -> Fleet Manager, and choose the device to
configure (Screenshot 9).

From Device Menu select Network->Lan for adapting the LAN settings (Screenshot
10).

Tick “Enable Wi-Fi-Hotspot”

Assign the SSID and password as needed.

Click on “Confirm”, to save the settings.

Select “Push Config to Device”. This will sync the changes with the current
configuration on the device (Screenshot 12).

Via the firewall settings from the Device Menu->Network->Firewall, it is also possible
to restrict or allow access to the Internet or host network (Screenshot 11).
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= Fleet Manager All~  Q  Search for devices
@1 Devices Devices
D, Device templates Status Name Last anline Serial number MAC addre
[ ] Now -
© 1o o L
® [ B Now B -
Screenshot 9 Select the Device from the Fleet Manager Menu.
cEm
@ nfo
ADDRESS RESERVATIONS
CAN = Add address reservation
VPN
08 view Wi-Fi hotspot
. More
SERVICES +
et ®
Cancel
Screenshot 10 Adjust the firewall settings to configure the access to the
Internet and host network via the AP.
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<IB ¥

@ info

|v E] Network |

WAN

LAN

L— _ Firewall

VPN
OF  view
] Licenses

More

SERVICES

[ VPN connect

LAN » WAN

B Allow access to corporate network

B Allow access to internet

WAN » LAN

No forwarded ports

—» Add port forwarding

Internet and host network via the AP.

Push config to device ~

Screenshot 11 Adjust the firewall settings to configure the access to the

Screenshot 12 Configuration changes must always be loaded into the RAR,

to be enabled.
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3.3 LED Status Display

331 sl signal LED

IIIIIIIIIII Blinks blue Mobile phone module initializing
I I Blinks red No reception or unable to connect to
1 pulse network (APN or SSID may be wrong)
II II Blinks red PIN invalid or PUK required
2 pulses (To unlock the SIM card with the PUK,

a phone is required)

IIII IIII Blinks red SIM card is invalid or missing

4 Pulses
_ Constant red Connected, weak reception
_ Constant Violet Connected, medium reception
_ Constant Blue Connected, good reception
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3.3.2 ACT Signal LED

Constant red

Start-up (may take 1-2 min) or not yet
registered

I I Blinks red

Waiting for internet access

1 pulse
Blinks red LAN/WAN confli
III III 3 IIDnuIz;z (conflicting(;%rl;)r:gtts)
Blinks red Removed from the platform
IIII IIII 4 Pulses RAR must be reconfigured and newly

logged in

NENED NEEER O

Previously logged into RAP (remove
from the RAP and log in again)

5 Pulses

I I Blinks blue Establishing a connection with RAP
1 pulse

II II Blinks blue Initializing the VPN connection
2 pulses

Active VPN connection

Page 14
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4 Embedded Remote Access Setup
4.1 Requirements

The RAE package was developed especially for the operating system Salamander, which is
the prerequisite for the software solution.
e Toinstall RAE in the SIGMATEK control, the following operating system version is
required:
o Salamander 09.03.102 or higher
e The SIGMATEK Control, into which the RAE100 is installed, must have a valid IP

configuration with Internet access.

4.2  Setup
This process describes the testing process for preparing a SIGMATEK control with RAE. The
remote product must be registered after configuration.
1. Open LASAL Class 2 and establish a connection to the HMI.
2. The IP configuration can be set via LASAL CLASS 2: "Debug - File Transfer >
Edit Autoexec.Isl" as shown in Screenshot 13.
3. Use the settings currently valid for LAN (Screenshot 14):
a. |IP address
b. IP subnet
c. IP gateway: IP address of the router used for Internet access
d. IP DNS: IP address of a DNS server, which can be reached from the
current location. Several server addresses are listed below.
i. Cloudflare 1.1.1.1
ii. Google 4.4.4.4 or 8.8.8.8
4. With the PLCDiag tool File Commander, under "Tools Advanced Debug Tool >
File Commander”, create the folder "C:\Islsys\packages" if it does not already
exist.
To create a folder, use “MAKE DIR”. (Screenshot 15, Screenshot 16).
b. Copy the RAE to the packages folder. To do this, navigate to the package
on the right side of the File Commander and click on "COPY" below
(Screenshot 17).
5. Toinstall RAE, enter the command in the Command Line Interface.
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a.

Open the Remote CLI under “Tools”> Advanced Debug Tools - Remote
CLI“ (Screenshot 18).
To check the internet connection, enter the command “ping
www.googdle.com” (or a site accessible from your region) in the command
line and press the enter key or “Execute”. If the computer can access the
internet, a latency value is registered for the ping command.
Enter the command "PACKAGE INSTALL ixagent" in the command line
and press Enter or "Execute” (Screenshot 19). Installation may take some
time. Wait for the return (Screenshot 20).
After RAE is installed, it must be enabled with the command "ixagent start”
(Screenshot 19). Wait for the return (Screenshot 20).
The RAE application must be started after installation:
i. The "ixagent start” command can be run via the remote CLI as
needed (Screenshot 21).
ii. To automatically start with the machine, the same "ixagent start”
command should be attached to the Autoexec.Isl (Screenshot
22).

DEBUG | TOOLS EXTRAS WINDOW  HELP

Online Alt+F6 [l e S e | g= 3
Set/Delete Online Password...

BY Jd&§]

Reset F8
Step & Instructionpointer »
Breakpoint(s) »
Settings »
»
»

File Transfer Download OS.

Interpreter Download connection file...
Delete connection file at PLC
Load File from PLC...

Save File to PLC.

Load Project into PLC

Save Project on PLC

£l

Backup Project to PLC
Restore Project Backup..

|_ Edit Autoexec.sl.. I
B View Event00/Salamanderog

Screenshot 13 Processing the Autoexec.lsl from Class 2.
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&) Edit File 'Autoexec.lsl

LASAL 05 Installat
Sigmatek Gmb

www. sigmatek. at

ion
H &CoKG

-(01)BASIC Settings

EM

SET EVENTLOG ON
SET OSHEAP 150000
REM

REM----(02)Communication Settings
SET CAN 1 BAUD 1 STATION O

SET IP HOSTADDR 192.168.111.20
SET IP SUBNET 255.255.255.0
SET IP GATEWAY 192.165.111.1
SET_IP DNS 8.8.8.

SET STATION 1
SET Routingtable c:‘routing.txt

-(03)Main Settings

REM
CALIBE CHECK
SET RUNTIME 30

Reload File Save on PC

Save & Reboot PLC Cancel

Screenshot 14 Processing the IP configuration

10.100.3.101AC: v @ 10.100.3.101 ~
[10.100.3.101nC:
[ Directories: 9 Files: 15 Size: 1.184.900 Bytes
Mame [ Size | Date
fdata <DIR>  03.02.2001 20:53:10
lost+found <DIR> 23122015 06:52:14
Isldata <DIR>
27.02.2017 14:47:26
mpe <DIR> 15.01.2019 12:21:30
ope_ua <DIR>  20.09.2018 16:18:16
sysmsg <DIR> 22.01.201912:11:16
webroot <DIR>  17.11.2017 11:43:56
autoexec.Isl 1296 28.01.2019 11:43:20
ipc.ini 583 15.01.201912:21:12
Irspwel bt 13 27.02.2017 08:58:40
ope_uaxml 1,866 20.09.2018 15:19:56
ownip.rex 319 02.10.2018 16:50:54
ramfile.bak 589.838 15.01.2019 12:22:14
ramfile.dat 589.838 15.01.2019 12:22:14
reset 72 06.03.2017 11:56:32
retsvr.dat 20 15.01.201912:22:12
routingbxt 124 17.09.2018 15:57:08
run 72 04.10.2017 19:10:22
touchdat.cfg 510 24.09.2018 15:18:04
users.cfg 204 16.11.2017 16:15:14
vncpwd.bet B 06.12.201615:3%:16
webpwd.bet 47 17.11.2017 11:45:08
copv || DELETE || ATTR |MAKED\R| REN EDIT || EDIT HEX REFRESH
Fs DEL Fo F7 F2 Fa = CTRLR

Screenshot 15 File Commander interface - Make Dir Button marked.
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10.100.3.101\C: v @ 10.100.3.101 ~
[10.100.2101\C:\lslsys
| Directories: 3 Files: 5 Size: 49,269 Bytes

Name I Size I Date I Attri... |

. <DIR>  28.01.2019 11:22:43

default-configurations <DIR>  28.01.201912:11:34

packages <DIR>  28.01.2019 12:12:04

vpn <DIR>  28.01.201912:11:48

Screenshot 16 Packages folder in C:\Islsys

10.1003.10\G: v @ 10.1003.101 ~ ||| C:Windows ~ @ @ (5| IP Lars Local -
10.1003.101\C:\lslsys\packages| C:\Users\deiglo\Desktop\nagent_sigmatek-0.3.1
Directories: 0 Files: 4 Size: 3.733.582 Bytes. Directories: O Files: 4 Size: 3.733.582 Bytes
Nome [ Size [ Date [ atti.. | Name Size | Date Attri
<DIR>_20.01.201913:5442__ AD-5. <DIR> 26.01.2019
[poost-1.62.0.deb 546678 11.10.2018 11:00:43
xagent-0.3.1.deb 1822386 11102018 09:51:42
Imosquitto-1.49.deb 543138 11.10.2013 08:51:34 -
openvpn-245.deb 821380 1110208095202 -
< >
COPY || DELETE || ATTR ||MAKEDIR| REN EDIT || EDIT HEX REFRESH | [T COPY || DELETE | ATTR | MAKEDIR| REN EDIT || EDIT HEX REFRESH
s DEL ) F7 2 FA F3 CTRLR F5 DEL o 7 F2 F4 ] CTRLR

Screenshot 17 Copy packages to the machine.

TOOLS | EXTRAS  WINDOW  HELP

Advanced Debug Tools » | 3£ Diagnosis Tool..

E Data Analyzer... Ctrl+L 3 Memory Dump...
Profiler...
Object List...

Motion »

Target Info...

B
ol
B
(]
ﬁEa CAN Trace...
=)
E

Make Bootdisk...
Remote CLL.. |

u@ﬁ] Varan Service Toal...
ETE‘ Hardware Info Viewer...

=__'| File Commander...

= tntarnratar

Screenshot 18 Open the Remote CLI Tool.
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Command | PACKAGE INSTALL ixagent] o

Prompt | Gy |

Screenshot 19 Run the command for installing the RAE application via the
CLI.

Remote CLI

Command | |

Prompt | C\

C:'> PACKAGE INSTALL ixagent

Installing Package 'ixagent' ......
Command successfully completed

Screenshot 20 Successful installation confirmed.

Command | ixagent start vl

Prompt ‘ ) |

Screenshot 21 Start the RAE application.

SET IP HOSTADDR 192.168.111.:20
SET IP SUBNET 255.255.255.0
SET IP GATEWAY 192.168.111.1
SET IP DNS 8.8.8.8

IXAGENT START |

Screenshot 22 Attaching the command for starting the RAE application to the
Autoexec.lsl file.
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Command |

Prompt | =

C:%> PACKAGE INSTALL ixagent

Installing Package "ixagent’ ......
Command successtully completed

C:%> ixagent start

IXagent successfully started.

Screenshot 23 Message confirming that the RAE application was
successfully started.

; Remote CLI

Command ping www.google.com

Prompt | T

C:%> ping www.google.com
PING www.google.com (www.google.com): 56 data bytes

64 bytes from www.google.com: icmp_seq=0 tt1=128 time=39.6 ms
64 bytes from www.google.com: icmp_seq=1 tt1=128 time=39.2 ms
64 bytes from www.google.com: icmp_seq=2 tt1=128 time=39.8 ms
64 bytes from www.google.com: icmp_seq=3 tt1=128 time=40.2 ms
--- www.google.com ping statistics ---

4 packets transmitted, 4 packets received, 0 packets loss
round-trip minfavg/max = 39.2/39.7/40.2 ms

Screenshot 24 Running the PING command to a domain with a web server
that supports ICMP Echo Response.
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5 Remote Access Platform (RAP)

The remote access platform is the user interface for the SIGMATEK router and application
products. To register new devices and remote access to data, a user account is required.
5.1 Account Setup

If you have not yet created a company account, please register with the Remote Access
Platform.

1. Open the RAP main page: https://www.sigmatek-connect2.com. To register, click

the link “Create account” (Screenshot 25).

Enter the required data and confirm the conditions to proceed (Screenshot 26).

If the registration is successful, an e-mail is sent to the registered address. This link
must be clicked to activate the account (Screenshot 27).

> SIGMATEK

REMOTE ACCESS

E-mail address *

Password *

@

[ Keep me logged in Forgot password?

Screenshot 25 Registering a new company account.

07.08.2023 Page 21


https://www.sigmatek-connect2.com/

REMOTE ACCESS GUIDE 2> SIGMATEK

&> SIGMATEK

Finish your account details

< I

Company name *

Full name *

Password * @

Minimum of 8 characters

[ I have read and accept the terms of use.

Screenshot 26 Entering the required data.

o> SIGMATEK

REMOTE ACCESS

New company account

*ou created a new company named [JIIIE at www sigmatek-connect2.com.

Press the button below to complete the registration.

This link is valid until 5/31/22 9:19:43 AM

Kind regards,
Sigmatek

Screenshot 27 Complete the registration by clicking the link in the e-mail.
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5.2 RAP Cloud Interface

To log onto the platform:

go to the main page https://www.sigmatek-connect2.com.

After entering the log-in data, click on “LOG IN”.
If more than one company is available select one. This is required for displaying and
registering new devices.

4. The RAP main interface is then displayed (Screenshot 28). It displays the List of
configured Devices and Users. The Apps Menu and Account Menu can be

expanded and are placed on the top-right corner of the screen (Screenshot 28).

= SIGMATEK M- Q = o

B3 Admin
) Fleet Manager
@

5 Studio

No devices APPS Menu
There are no devices yet Account Menu

Screenshot 28 main interface for a selected company with the Apps menu

expanded
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521 Apps Menu
e Portal, Use your device’s services and invite users

e Admin, Manage your company
e Fleet Manager, Manage your fleet of devices

e Studio, Create custom pages so you only see what you need to see

5.2.2 Account Menu

Open the Account Menu by clicking on the Red Circle (Screenshot 29). It provides access to:

e Profile settings - localization, e-mail address, security and viewing rights

e Change companies - when managing multiple companies with a single user account

2 My profile
<  Switch company

[» Logout

Terms of use

Compar
Powered by Sigmatek

Screenshot 29 Open Account settings via the main interface.
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5.2.3 Two-factor Authentication

Two-factor authentication (2FA) is an additional security measure used to strengthen an
account and prevent others from accessing it.
To enable two-factor authentication:

Open the personal profile settings. (Screenshot 30)
Under the Login and security menu item, click the right arrow to activate two-factor
authentication. (Screenshot 31)

3. Then you can scan the QR code with the help of an authentication app such as
Google Authenticator. The generated one-time password (OTP) can now be
entered. (Screenshot 32)

4. [Ifitis not possible to scan the QR code, it is possible to register in the authentication

app using a code and generate a one-time password.

REMOTE ACCESS

o> SIGMATEK °

2 My profile

+«  Switch company

[ Logout

Screenshot 30 Opening the personal profile
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5 rersonalinfo

@  Freferences

@ Login and security

*  More

Signing in

Changepassword  sesssess

Two-factor authentication off

Screenshot 31 Under the menu item Login and security click Two-factor

authentication.

Two-factor authentication X

Use an authenticator-app lik
code below and generat

I can't scan a QR code

Generate a first one-time password and enter it below.

IOwe-nrwe password (OTP) * I

Device name

=

Screenshot 32 Scan the QR code using an "authentication app" and then

enter the one-time password below it.
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5.3 Registering a Remote Product

So that the RAR can connect to the cloud, it must first be configured: A configuration file is
created and downloaded onto the RAR.

53.1 Restoring Factory Settings

A config file must be created to configure the router. Before the config file is transferred to
the router, a factory reset should be performed if the router has already been registered
before.

Caution: with a factory reset, the router configuration is deleted. This
includes WAN/LAN settings, port forwarding, IP services and data upload.

Ensure that the old configuration is no longer needed.

When the RAR is turned on, press the small button on the router for 5 seconds until the ACT

LED starts blinking from blue to red

MAIN DIV @

-~ -

Screenshot 30 Position of the reset button
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5.3.2

Remote Access Router via Ethernet WAN

From the RAP Apps menu:

1
2
3.
4

10.

11.

12.

Open the Fleet Manager Menu and Click on the Tools option (Screenshot 31).
Under “Router config file”, click on “Start Configuration” (Screenshot 32).

Select the Internet connection type: wired via Ethernet cable (Screenshot 33).
Accept the default WAN configuration or define the settings (Screenshot 34). The
settings can be changed after the device is registered.

Specify the router address to use in the Router LAN(Screenshot 35).

a. Example: The SIGMATEK control has an IP address of 192.168.111.20
and a subnet mask of 255.255.255.0, the router address should be
specified in the range 192.168.111.x

b. Additional LAN networks can be added later.

Download the RAR configuration file (Screenshot 36). With most Windows-based
browsers, the file (ixrouter.conf) is stored in the user’s download directory.

Copy the configuration file into the main directory of a USB drive.

Turn the RAR on, ensure that the WAN interface is connected. Insert the USB drive
into the USB connector of the RAR.

The ACT LED flashes blue, and the configuration is complete when the LED is no
longer flashing; the drive can be removed.

The new device is displayed in Fleet Manager area of the RAP with a highlighted
background. Left click on the New device (Screenshot 37).

Tick the box, choose a name and “Activate the device” to complete the device
registration (Screenshot 38).

The device is now automatically displayed in the RAP until it is logged off
(Screenshot 39).
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REMOTE ACCESS GUIDE

- ]
G

Fleet Manager

Devices

Device templates

@

Tools

Screenshot 31 Select
Tools from the Fleet

Manager main menu.

Router config file

This will generate a configuration file
for the router.

—» Start configuration

Screenshot 32 Select the
option for starting the

configuration.
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o 2] 3] o

Wired network Internet Machine network Download

What is the primary internet connect method?

1 @I AI

Wired network Wireless network Cellular network

O @]

Screenshot 33 Select the WAN interface.
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o 2] © o

Wired network Internet Machine network Download

How will the router be connected to the internet?

IP address Automatically assigned via DHCP
DNS server Automatically assigned via DHCP
HTTP Proxy Disabled
Local control over remote accessibility Disabled

Back

Screenshot 34 Accept/change the WAN interface settings.

o o 2] o

Wired network Internet Machine network Download
How is the machine network configured?

Internet Router Machine
192.168 1 92.168.111.x

-

Router IP address *

192.168.111.1

Back

Screenshot 35 LAN interface configuration.
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-]

Wired network

Back

o o

Internet Machine network

Configuration file is ready

AN
"
ixrouter.conf

Download the configuration file and save it to a USB stick root directory
using the exact filename ixrouter.conf. Place the USB stick in the USB port
on the router and power it up to register the device on the platform

Mote: remove the USB stick once the router is registered to prevent later changes to be

overwritten with the old settings in the configuration file.

o, Download file

o

Download

[ ]

Screenshot 36 Download the RAR configuration file.

" [}
G

Fleet Manager

Devices

Device templates

Tools

A~ Q Search for devices

Devices

Status Name T Last online

0 1 new device

Serial number

Screenshot 37 Left Click on New Device

Page 32

07.08.2023



> SIGMATEK REMOTE ACCESS GUIDE

Activate new devices Q, Ssearc
New devices Name Template Groups

D C0:D3:91:31:BB:4B - 17079280 Name

Remote Access Router : | Template Groups

Cancel Activate device |

Screenshot 38 Activate the new device via the RAP.

= Fleet Manager All~ | Q@ Search for devices B @ 2= SII:-.MATE:Ko
REMOTE AcCESS
B Devices Devices
Da Device templates Status  Name P Lastonline Serial number  MAC address Firmware version m
@ @ RARKen Now 17079280 C0:D3:91:31:BB:4B 3.21.1 Connect
Tools

Screenshot 39 After registering the device, the current VPN status of the

device is displayed in the main interface of the RAP.
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5.3.3 Router for Remote Access via WIFI WAN

See process in 5.3.2.

e In step 3 (selecting the internet connection type), select “Wireless Network” as the

method for internet access (Screenshot 40).

e Enter the WIFI SSID and password to provide Internet access (Screenshot 41).

e Complete set-up according to section 5.3.2.

o

Wireless network

Wired network

o

3]

Internet

What is the primary internet connect method?

6

Machine network Download

of &l

Wireless network

Cellular network

o

Screenshot 40 Select the Internet connection method: “Wireless”.
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o 2] 2] (4] 5]

Wireless network Wi-Fi Internet Machine network Download

Which wireless network do you want the router to connect to?

Dhis network is protected with a password

Password *
©

sack

Screenshot 41 Enter the WIFI access data for the host network.

5.3.4 Remote Access Router with 3G/4G WAN

See process in section 5.3.2.

e In step 3 (selecting the internet connection type), select “Mobile Network” as the
method for internet access (Screenshot 42).

e Enter the "SIM card APN" and the "SIM card PIN code". These data can be
requested by the network (Screenshot 43).

e Complete set-up according to section 5.3.2..
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1] 2] e 4] e

Cellular network SIM card Intemet Machine network Download

What is the primary internet connect method?

]
T B
B
B
Wired network Wireless network Cellular network

Screenshot 42 Select the Internet connection method: “Cellular Network”.

/] 2 o o e

Cellular network SIM card ntemet Machine network Dewnload

SIM card settings

SIM card APN (3)

O Use default APN

Use the following APN

MTU size Default

Screenshot 43 Enter the SIM card data.
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5.3.5 Embedded Remote Access

This section applies to the embedded software solution RAE100. The RAE100 must first be
installed. This process is described in Section 4.
When used for the first time, The RAE-capable control must be registered in the RAP:

1. Via the remote CLI, run the “ixagent register companylD” command (Screenshot
44). The RAP company ID can be found in the RAP interface under “Identity”. APPS
Menu -> Admin-> Identity (Screenshot 45).

2. Successful registration is confirmed by a return message in the Command Line
Feedback (Screenshot 46).

3. The new device is then displayed in Fleet Manager area of the RAP with a
highlighted background. Left click on the new device (Screenshot 37).

4. Tick the box, choose a name and “Activate the device” to complete the device
registration (Screenshot 38).

5. For a RAE device an activation code is required (Screenshot 47).

@ Acquire a RAE device activation code from your SIGMATEK
representative.

6. The device is now automatically displayed in the RAP until it is logged off
(Screenshot 39).

If it is not possible to add certain services like a VNC connection,
you have to add an IP address and network mask under the menu

item ‘Network' in the 'LAN' section. These are freely selectable.

Command |ixagentregister:__ ———— —— v|

Prompt | Lo |

Screenshot 44 Running the register command in the Remote-CLlI.
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Admin

[ Rales

2, Groups

[@ Customfields

Licenses
Q  Usage
B Auditrail

¥y Translations

Identity

Gompany 0

Company name [ .
Country -
Company branding .
Sie ttle Sigmatek
Favicon =

Edit

Edit

Edit

Edit

Upload file

= > SIGMATEK

£ Fleet Manager

B Swdio

Screenshot 45 The company ID is displayed under APPS Menu -> Admin->

Identity.

Remote CLI

Command |

Prompt | CA

C:%> PACKAGE INSTALL ixagent

Installing Package 'ixagent' ......
Command successTully completed

C:%> ixagent start

IXagent successTully started.

Device registration successfully started.

C:\> ixagent register

Screenshot 46 Successful registration confirmed.
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Missing activation codes

You are missing 1 activation code(s), please fill in below.

Activation code *

Goncel

Screenshot 47 Activation code is required for RAE

5.4  Additional Network Settings (RAR only)

By Clicking on a RAR Device listed on APPs Menu -> Fleet Manager, several Network
options are available
In the RAR LAN configuration, it's possible to:

add an additional subnet

Assign static IP leases

Change the IP address assignment pool of the DHCP server
Enable/disable source NAT

Example: to assign the router an additional subnet mask:

1. Inthe RAP’s Fleet Manager select a RAR device. This open the device
configuration page (Screenshot 48).

2. Inthe RAR menu go to Network->LAN and from the screen on the right select
“Add additional subnet” (Screenshot 49).

3. A new window pops-up (Screenshot 50) for the new Lan settings. Normally, the
gateway is the LAN IP address of the RAR router. Enter the desired subnet
settings and click “ADD”.
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= Fleet Manager A~ Q Search for devices
Hr  Devices Devices
[‘6 Device templates Status Name T Last online Serial number

® e m Now [
ools
[

o (B ] e

Screenshot 48 Open the device configuration page.

B «
@ infe

ADDRESS RESERVATIONS
+ [ Network

No address reservations
WAN

— LAN
- Add address reservation
Firewall

VPN
OB view Wi-Fi hotspot
O3 Licenses [ Enable Wi-Fi hotspot

More

SERVICES +
Additional subnets @
[ VPN connect

No additional subnets

—> Add additional subnet

Screenshot 49 Edit the LAN configuration.
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X Add additional subnet

Network address *
|

This field is required

Network mask *

Gateway address *

Screenshot 50 LAN configuration settings

5.5 Additional Network Settings (RAE only)

In some configurations, remote access to controllers connected to the controller running RAE
may be desired.

e For remote access, to the other control elements, port-forwarding must be
configured via the firewall (Screenshot 51).
e Firewall is supported by Salamander OS 09.03.141 or higher. Firewall commands

are described in the Lasal OS documentation.

Connection to the control via LASAL Class 2.

2. Open the Autoexec.lsl file with Class 2: DEBUG > FILE TRANSFER > EDIT
AUTOEXEC.LSL... Add firewall commands to manage forwarding and NAT to
connected devices.

a. Example: The control with the IP address 10.100.3.3 is connected with the
control in which the RAE with the IP address 192.168.111.20 is running.
The following lines must be added in order to forward a VNC connection:

i. FIREWALL “-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport
5901 -d 10.100.3.3 -m state --”
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i. FIREWALL “t nat -A PREROUTING -p tcp --dport 5901 -j DNAT

--to-destination 10.100.3.3:5900”
iii. FIREWALL “-t nat -A POSTROUTING -j MASQUERADE”
3. Save the changes and restart the control.

SET EVENTLOG ON
SET OSHEAP 150000

SET IP 1 HOSTADDR 192 168 111 20
SET IP 1 SUBNET 255 255 255 O
SET IP 1 GATEWAY 192 168 111 1
SET IP DNS 8 8 8 B

FIREWALL "-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport 5901 -d 10.100.3.3 -m state --state
FIREWALL "-t nat -A PREROUTING -p tecp --dport 5901 -j DMAT --to-destination 10.100.3.3:5300"

FIREWALL "-t nat -A POSTROUTING -j MASQUERADE™

IIXAGE NT START

LSLLOAD
RUN

Reload File Save on PC | Save on PLC | | Save & Reboot PLC Cancel

Screenshot 51 Autoexec with port-forwarding commands.
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5.6 Configuring Remote Services

Before configuring remote services, the device must first be registered in the RAP.

5.6.1 Creating a VPN Connection

A VPN connection requires that the RAR/RAE powered and connected to the Internet
Available devices are identified in the RAP interface with a green dot next to their name.

To create a connection between the RAR/RAE and the current PC:

1. The VPN TUN adapter driver must be installed.
a. This can be downloaded via Fleet Manager - Tools = " VPN Client”
(Screenshot 52).
b. Also via RAR configuration page under Network->VPN optional settings
are available:
i. Client protocol mode
ii. Stealth mode: Support for restrictive networks. In addition to
encryption, the data is made unrecognizable. Most firewalls are
then unable to recognize the tape of data traffic.
iii. Proxyserver
2. Select the RAR device from either the “Fleet Manager” page or the “Portal” main
interface.
3. Click on “Connect” (Screenshot 53).
As soon as the device is connected, a blue status indicator lights (Screenshot 54).
5.  Windows and software can nhow communicate via TCP/IP with devices, such as
SIGMATEK controls that are connected to the RAR.

P

< Tools
B L

Router config file VPN Client Transfer device

VPN i t r a device r 4

@ > Transfer device

- Start configuration

Screenshot 52 The cloud VPN can be downloaded from the RAP>Tools page.
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% SIGMATEK a- Q 2 # @
o=l
& 0| =
o
bevices Status Name 4 Description Last online Actions
o
= ° [ - Now
Users
° = - How

Screenshot 53 Each device has a VPN connection button to establish secure

communication.

o> SIGMATEK Al Q =2 °
REMOTE ACCESS -
o o
- |]
Devices Status Name 4 Deseription Lastonline  Actions
o0
= . W :

L] . - Now

Screenshot 54 After creating a VPN connection, the device status indicator

lights blue.

5.6.2 VNC via VPN

Using a VNC viewer, it is possible to directly access and interact with the HMI screen.

m Activating the VNC service in a SIGMATEK control is described in the
\ ‘ LASAL REMOTE SERVICES training manual.

As soon as the VNC is activated in the control, it should be tested over a local connection. If
the ready status is confirmed, follow the instructions for activating the VNC Viewer Service in
the Remote Access Platform.

5.6.2.1 VNC Configuration
1. From the APPs Menu - Fleet Manager and clicking the appropriate remote device

2. Click on the “+” button next “Services” (Screenshot 55).
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3. Assign a name to the device service and specify the IP address of the destination

(Screenshot 56). For the RAE, the IP address is automatically defined as “localhost”.
Change the connection as needed to adapt the actual configuration.
A new VNC service is now listed under the Services tab (Screenshot 57).
Complete the process:
a. RAR
i. Click ADD.
ii. Push config to Device for synchronization (Screenshot 58).
b. RAE: click on ADD; the change is immediately in effect.

Info

Network

-

View

oo
oo

&

Licenses

More

SERVICES
VPN connect

HTTP server
WebSocket server

Data source 3

Screenshot 55 Adding a new service to the device.
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VNC server

Name *
HMI

1P address

192.168.111.20)

Part*

5900

Password *
I Category A I

O use read-enly mode

Encoding
Automatically (recomm

Color depth

ended) ~  Automatically (recommended)

Screenshot 56 Setting the service destination by IP address.

H|

-
R @

&

ses

SERVICES

5J

« T

Info

Network

View

Licenses

More

VPN connect

HMI

Screenshot 57 New VNC Service is listed
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Push config to device

Screenshot 58 Push config to Device for synchronization.

5.6.2.2 Connecting with the VNC
Select your Device from the Device list on the Portal page.
Under Web Access select the desired VNC (Screenshot 59).
The viewer is opened in the same window. To return to the “Info” tab, click the “x” in

the left corner (Screenshot 60).

Web Access

Wl
B

Screenshot 59 select the desired VNC under Web Access

PR i |
e e b
' II e T - i =
i =] n; ®

Screenshot 60 To end the VNC Viewer, click the “x”.
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5.7 Data collection and Storage
5.7.1 Configuring Data Sources

Each control configured on a remote device can have a data source. The supported protocols
for SIGMATEK controls are OPC UA and Modbus TCP.

In the following sections, adding variables for both protocols are described.
5.7.1.1 OPCUA

To record or utilize control data, the control must first provide the data to the RAP.
e Contact your SIGMATEK representative to acquire the OPC UA and license.

e The configuration of OPC UA is described in the corresponding documentation.
To provide an OPC UA data source for the RAP:

1. To create the data card, consider using a utility program such as UaExpert
(Screenshot 66).

a. Add the server to use in Cloud Logging or Cloud Notify. The “Node ID” and
data type are required.

2. Onthe RAP add a OPC UA DataSource Service (Screenshot 61).

a. ‘“Fleet manager” -> select Device ->. Click the “+” button to add a new
service .

b. Select Datasource and OPC UA Protocol.

c. Enter the target control that should provide the data source (Screenshot
62).

i. 1P Address of Sigmatek control
ii. Define the server port. (e.g 4842)
iii. Click “ADD”.

d. The new OPC UA data source configuration menu is now listed under
services and can be expanded (Screenshot 63).

3. Click on the “Add new variable” button to add a variable (Screenshot 64).

a. Assign a name to the variable, specify the data type and address of the
variable (Screenshot 65). These values can be retrieved from the OPC UA
card or suing such software as UA Expert (Screenshot 66). An example for
the address can be found in Screenshot 67. A size and unit can also be
used. Click on “ADD”.
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b. Inthe header of the configuration, click “Push Config to Device”.
c. After the sync is complete, click “TESTRUN” to test the data server

connection and the variable capture (Screenshot 68).

‘ “Push Config to Device” and “Run Test” are only allowed after
) ' activating a licence. This is explained in section 5.7.2.
<« e
B nfo
» @ Network c
08  view Na
8 Licenses
De:
More
Lo
SeRvicEs
[ VPN connect VNC server c
| . HTTP server
i~ WebSocket server -
BACnet/IP
LoggerAPI b
EtherNet/IP
SMTP / GPIO
MELSEC Communication Protocol
Modbus a
|
Siemens S7-300/400/1200/1500 [

Screenshot 61 Add a new service to the remote device.
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Data source
OPC Unified Architecture

Name *

Identifier *

CP112_opc

IP address
192.168.2.100

Part *

4842

Authentication type *
Anonymous

Polling sleep time
100 milliseconds (recommended)

Screenshot 62 Enter the destination for the service.
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<F =

@ nfo

4 @ Network
OF  view
Licenses

More

SERVICES +
@ VPN connect
] ETT732VNC

HEN

Variables
Tags

Log triggers

Alarm triggers

Screenshot 63 New OPCUA data source is listed under services
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<

G infe

» [@B  Network

O3  view
] Licenses
More
SERVICES

VPN connect

~
=
=N

=
Tags

Log triggers

Alarm triggers

Variables

+ Add a filter

Name T

Identifier Type

Address

Factor Unit

Import from CSV-file

Latest value

L1

Screenshot 64 Data source configuration menu allows to add variables
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Edit variable

Mame * | Identifier *

Note: name identifier

Identifier value *

Namespace Identifier type * |
h h - -

Note: OPC-UA identifier

Factor - Unit

Remove Cancel

Screenshot 65 Specify the data type and address of the variable.

% Server Mode Id Display Mame Value  Datatype iource Timestamp Server Timestamp Statuscode
7 OPC-UA Embedded Server [FS2NUmenc2000 |OPC_ST1V‘V1_DINT 0 |Int32 13:38:30.684 13:38:30.684 Good
2 OPC-UA Embedded Server [NS2INumeric|20004 OPC_STIV.VZ DINT 0 Int32 13:38:30.685 13:38:30.685 Good

Screenshot 66 Locating the node ID and data type in the UaExpert data

access view.
dentifier T dentifi Address for RAP-
; entifier e entifier
Namespace index yp Variable
2 String Vartemp ns=2;s=vartemp
2 Numeric 20001 ns=2;i=20001

Screenshot 67 Example for creating the RAP variable identifiers.
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G nfo Variables Export to CSV-file Import from CSV-file
» B Network
+ Add a filter
08 View
O Meme 1t Identifier Type  Address Factor Unit  Latestvalue
&3 Licenses
More (m] . . UIM32 ns=2i=20001 - - - Edit  Remove
(m] . [ UIn32 ns=2i=20002 - - - Edit  Remove
SERVICES + "
[m} . . Int32  ns=2;i=20008 - - - Edit Remove
@ VPN connect
=1
'
Tags
Log triggers VPN ‘ Connected to ™ - Details
Alarm triggers

Screenshot 68 “Run test” to test the data server connection and the variable

capture.

5.7.1.2 Modbus TCP

To record or utilize control data, the control must first provide the data to the RAP.
e More information on the Modbus slave can be found in the class documentation.
The Modbus slave must be added to the control defined as the data source:

1. Add the ModbusTCPSlave. Note the port number for the RAP configuration
(Screenshot 69).
2. Configure the data sources in the ModbusTableBase class. The class assigns a
server to a Modbus register (Screenshot 70).
On the RAP add a modbus DataSource Service (Screenshot 71).
4. When configuring the Modbus settings (Screenshot 72), the following must be
noted:
a. Slave number=1
b. Byte order = ABCD
“Push Config to Device” for Synchronization (Screenshot 73).

To add variables:
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a. Open Fleet Manager > Modbus DataSource > Variables - Click “+Add
variable” (Screenshot 74).
b. Assign the name to the variable. Specify the data type and address of the
variable (Screenshot 75). A size and unit can also be used. Click on “ADD”.
c. Inthe header of the configuration, click “Push Config to Device”.
7. After the sync is complete, click “TESTRUN?” to test the data server connection and

the variable capture.

""" Wod B usTCPS LAVE [ DataElement
...... . B L DataFlement] ..
...... . ! hod
Set Modb e-parameter via table
ModBusTableBase o
ModBusTableBazel L.
Fcy

Screenshot 69 Overview of a ModbusTcpSlave network with example-data

sources DataElementl.Data and DataElement2.Data.

FUNCTION TAB ModBusTableBase::Table

Modbus-Adress,

100 |$uint,
200 |$uint,

END_FUNCTION

Register-Count,
2 $usint,
2 $usint,

Access Restriction, "
MODBUSTABLE_ACCESS_RW $usint, "
MODBUSTABLE_ACCESS_RW $usint,

Screenshot 70 In ModbusTableBase::Table, the data sources of the

DataElement objects are assigned to the Modbus registers.
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<IB ¥

G nfo

~ [@ Metwork

WAN
LAN
Firewall
VPN
EE View
0 Licenses
Mare
@ WPN connect VNC server
S ETTIE2ZVNC HTTP server
» P12 08 WebSocket server
b BACnet/IP
LoggerAPl

EtherNet/IP

SMTP / GPIO

MELSEC Communication Protacal
OPC Unified Architecture

Siemens $7-300/400/1200/1500

Screenshot 71 Add a Datasource Modbus service
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Data source
Modbus

Name*

P address Port*

502

Byte order -
- ABCD

®olling sheep time
100 milliseconds (recommended)

Add

Screenshot 72 Configuration of the data source settings for the Modbus.

Push config to device

Screenshot 73 Push Config to Device for Synchronization.
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<y

Info

B =

Network

View

14

Licenses

More

SERVICES
[ vPN connect
Sl
el

-E B

=]
L Tags
Log triggers

Alarm triggers

Variables

+ Add afilter

Name T

Import from CSV-file

identifier Type Address Factor Unit Latestvalue

L]

Screenshot 74 Add a variable to the Modbus Datasource.

Add variable
Hame* Idmrtifier
DataElement] data-element-1
Type .
Int32
Function code ¥ Address *
3 - Holding registers 100 =
Face: Unit
1 5 Celsius|

Add

Screenshot 75 Configuring a ModBus variable.
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5.7.2 Cloud Logging
Cloud logging offers the possibility of recording data from the control. This data can be viewed

as reports or as a live view. For cloud logging, a license is required. Active licenses are
displayed in Fleet Manager -> Device page > Licenses (Screenshot 76).

e. %

Info

@ B

Network

View

Licenses

e Nore

Screenshot 76 Licences for Cloud logging on Fleet Manager - Device Page.

Acquire a license from your SIGMATEK representative.
Activate “Cloud Logging”.

Select the license (Screenshot 77).

A 0w D

New Active Licence is now displayed (Screenshot 78).

)

A 30-day Cloud Logging trial is an option and can be activated.

It can only be used for a single device in your company.
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e.‘z:'

@ infe
Cloud Logging
' @ Network Gain insight into your machines with reports and live dashboards.
EE View
e More
Cloud Notif
SERVICES + Y

Get notified about important machine events.

VPN connect

5] Ermsz Free trial Activate
51 HwmI
- cP112
L—  Variables
L— Tags
—  Log triggers
L Alarm triggers
Screenshot 77 Active Licenses for the selected Device
Cloud Logging
Gain insight inte your machines with reports and live dashboards.
License type 20,000 dps/hr.
License number LOG-20220524-00000 Trial
Expires on 24/06/2022,15:42
0 dps/hr. reserved for log on interval
Current usage @ 20,000 dps/hr. free for log on change/trigger
Deactivate Change license

Screenshot 78 New Active Licence is now displayed.
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5.7.2.1 Adding Data Sources to Cloud-Logging
Data tags describe how you wish to log your variables. You can choose to log them at a static
interval (100ms - 1hour), when their value changes, or on a custom trigger. Additionally, you

define how long the data should be stored (retention policy).

1. After Cloud Logging activation, open tags from Fleet Manager = Device page 2>
Data source menu > Tags. Click “Add Tag” (Screenshot 79).

2. Inthe tag editor fill-in the Data source input, logging interval selection and the data
retention guidelines (Screenshot 80).

3. Click “Add”. The tags are then listed (Screenshot 81). Repeat the process for all

required data sources.

<—. r

@ o Tags Total log-on-interval dps/hr for this data source: 180 Exportio CSV-file  Import from CSV-file

& Network
{4 Addafiter
08  view

. [ Name ®  identifier Type Logon Logwhen Formula Specification Datapoints  Trigger
B8 Licenses

- More

[8) PN connect
Sy
][

Variables

- E—

Log triggers

Alarm triggers

Screenshot 79 Add Tags for Cloud Logging
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=y
O N

Uint32 Interval  Every minute LAST

Int32  Interval  Ewvery 30 seconds LAST

- &0 dps/hr.

- 120 dps/hr. -

Add tag
Wariable * =
MName * Identifier *
Logon*
Interval -
Intarval *
-
Every minute
Formula hd
Retention policy *
5 years -
Cancel D
Screenshot 80 Tag editor interface
Tags Total log-on-interval dps/hr for this data source: 180 Export to CSV-file Import fram CSV-fila
. 4+ Addafilter -
O wame + Identifier Type  Logon  Logwhen Formula  Specification  Data points

Edit Remove

Edit Remove

+ Addtag

Screenshot 81 The available tags are listed.
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5.7.3 Creating a page for Data Display

You can Create Your own custom device page in the Cloud studio to visualize your data.
There are two ways to visualize your data: Through data reports that show historical data and
through live monitoring that shows real-time machine data.

m Historical and live display of data requires at least a pre-configured
' Data source service with variables for Live data and Tags for
historical display, as configured in section 5.7.1 and section 5.7.2.

Open the Studio Menu from APPS Menu - Studio.
Open the Devices pages option (Screenshot 82).
Click the "+ Add new page" button to create a new device page (Screenshot 83).
Enter Name and title for the page.
4. Open the newly created page or alternatively an already existing page can be open
and edited (Screenshot 84).
5. Select device and component to be added (Screenshot 85).
a. There are eleven components for historical metrics
b. There are five components for Live Metrics
6. Examples (two live Metrics and two historical Metrics):
a. Live Value component: a Live data value display (Screenshot 86).
i. Add Live value component from the available list of components
(Screenshot 87).
i. Click on the newly added live value component and add
component details: Title, Subtitle and click edit on Data source
(Screenshot 88).
iii. Click the folder option on the Input screen (Screenshot 89).
iv. Select Data source and variable from the available lists previously
configured in section 5.7.1 (Screenshot 90).
b. Live Gauge component: an analog display of Live data values (Screenshot
91).
i. Add Live gauge component from the available list of components
(Screenshot 85).
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i. Click on the newly added live gauge component and add
component details: Title, Subtitle and click edit on Data source
(Screenshot 88).
iii. Add Gauge range and click the folder option on the Input screen
(Screenshot 92).
iv. Select Data source and variable from the previously configured
Device data source service created in section 5.7.1 (Screenshot
90).
c. Line Graph component: displays trends in a data source (Screenshot 93).
i. Add Line Graph component from the available list of components
(Screenshot 85).
ii. Click on the newly added line Graph component and add
component details: Title, Subtitle, axis range and click Add Line
(Screenshot 94).
iii. Add Line Details and Click on Tag (Screenshot 95).
iv. Select Data source and Tag from the previously configured
Device data source service created in section 5.7.2.1 (Screenshot
96).
d. Period Bar Chart: Bar chart for data in a specific interval (Screenshot 97).
i. Add Period Bar Chart component from the available list of
components (Screenshot 85).
ii. Click on the newly added Period Bar chart component and add
component details: Title, Subtitle, Y-axis range, recording
interval, bar style and click Add Bar (Screenshot 98).
iii. Add Line Details and add Tag (Screenshot 99).
iv. Select data source service and add Tag as configured in section
5.7.2.1 (Screenshot 96).
e. Layout example (Screenshot 100).

7. After the configuration is complete, the changes must be loaded into the device by
clicking “Publish” tab. Discarding a draft is also possible by clicking the three dots
and selecting “Revert to a Published version” (Screenshot 101).

8. To add a page to the device, go to Fleet Manager - Device - View - “Add
page” (Screenshot 102).
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9. Select page and Category and click add (Screenshot 103).

10. The new Page is now displayed online on Portal -> Device. Navigation in-
between pages is also allowed from the device page in Portal (Screenshot
104).

= Studio

1 Device pages
Cards

[Z]  Mainpages

Screenshot 82 “Studio > Device pages” to create data reports and live

monitoring for devices in the cloud.

= i S = IGM.
= Studio Al Q 5 & SIGMATEK 0
' Device pages

Cards Name T Title Last modified  Published

B Main pages Overview_page v1 | Defaut G2 Device status  26/05/2022  25/05/2022

Screenshot 83 Create a new page by clicking the “+” button.
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Device pages

Name 4

Overview_page v1 | Default| GD

A~ Q Search for pages

Title

Main Dashboard

Device status

Last modified

26/05/2022

26/05/2022

Published

25/05/2022

Screenshot 84 Select a page to add Data reports or Live Data

Main Page

First Dashboard

Select device for preview ~

n Add a component =

nfo

-

¢ | Cloud Connection §t...

Remote Access

m=m VPN Connect

Historical Metrics
&, Data Export

./ Line Graph

1.1 Period Barchart

mmm Statusbar
Live Metrica

@M Live Gauge

T
ge73 Live Value

Layout

&  image

Live Multiple Values

@

&

i

[

Device Info

Web Access

Data Table

Multiple Status

Single Value

Tank

Live Line Graph

Live Status

Text Note

Event Log

Gauge
Multiple Values

Status

Live Multiple Status

Live Tank

Screenshot 85 Data reports (historic) or Live Monitor can be added for a

specific device
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Counter

8,263,710

Screenshot 86 Live Value component example.

Info

Iv |D|_ Add a componemlv

QG:? Cloud Cennection St... (@ | Device Info

Remote Access
iﬁ. VPN Connect
Historical Metrics

4 | Data Export
/| Line Graph
8.1 Period Barchart
mma Statusbar

Live Metrics

Q,N Live Gauge

&  Web Access

[EFI Data Table

- 2| Multiple Status
;_"913 Single Value

; Tank

s LiveLine Graph

= f,m Live Multiple Values ™ | ive Status
J 1

PRI
9913 Live Value

Layout

& Image

::AI Text Note

)
|

& e

B
;M

Event Log

Gauge
Multiple Values

Status

Live Multiple Status

Live Tank

Screenshot 87 Add a component -> Live value
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g:;:g Live Value >

INFO

|Tit\e | _A"A
| Subtitle | YA

INPUT

‘ /" | Data Source

COLOR RULES

-+ ADD COLOR RULE

STYLE
Value font size

Automatic -

Screenshot 88 Add Live Value details

Input

The metric

Variable * E

Cancel

Screenshot 89 click the folder for editing Data Source
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Data source *

Variable *

]

[

Cancel

|

Screenshot 90 Add data source and variable

Torgue

50

150

200 Nm

250

300

350

Screenshot 91 Live Gauge component example.
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Input

Metric

Variable
=
|Max * | =)

Cancel

Screenshot 92 Add Live Gauge range values and data source variable

300

| 'IM;.

Mt 5 W i """i".w
.'WU”'IL ““H',H

160
11:00 12:00 13:00

—— Target weight ~ —— Upperweight Underweight ~ —— Weight

Screenshot 93 Line Graph component example.
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Line Graph 4
MNFO

IT'_I g
Subtitle n
LINES

| + ADD LINE I
LEET V-AXIS

I Min I =
:

RIGHT ¥-AXIS

I Min I :
I Max I =

REFERENCE LINES

-+ ADD STATIC LINE

-+ ADD DYNAMIC LINE

LEGEND

[ show legend

Allow data export to CSV

Screenshot 94 Add Line Graph details, axis values and Add Line
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Line

|Name * | }'fq

Colar *

This field is required

Left -

Metric

Tag *

Agagregator *

Type *

Line

0[] [°]

Cancel

Screenshot 95 Configure Line details and add Tag

Data source * E

Cancel

Screenshot 96 Add data source and Tag
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Weekly production per fruit type

360G

3406

3206

3006

2806

2606

2406

ma. 11

—— Apples —— Grapes — Kiwi

Screenshot 97 Period Bar Chart example
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Period Barchart >

NFO
EA
Subtitle _)'{q
BARS

-+ ADD BAR

Interval E
STYLE

Bar style ! - I
F-AXIS

Alr

Irﬂax I

REFERENCE LINES

+ ADD STATIC LINE

-+ ADD DYNAMIC LINE

LEGEND

[ show legend

Allow data export to CSV

Screenshot 98 Period Bar Chart details
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Bar

?A

Color

This fieid |s required

Metric

Screenshot 99 Configure Bar details and add Tag

300 Upperweight
20 |
260
it
240
e |
Upperweight: 225
220 T
" AR Taroet weight:200 A Underweight
T Z T \
J§ Weight 194 Ly
R o | | 15
180 l
© Underweight: 175
160
R r.0100 | 120 1300
—— Target weight ~ —— Upperweight Underweight ~ —— Weight
Time Recipe Setpoint Underweight Weight Upperweight
11-01-2021 13:40:07 4 220 kg 205 kg 235kg 235kg
11-01-2021 13:39:37 4 220 kg 205 kg 214 kg 235 kg
11-01-2021 13:39:07 4 220 kg 205 kg 232 kg 235kg
11-01-2021 13:38:37 4 220kg 205 kg 214 kg 235 kg
11-01-2021 13:38:07 4 220 kg 205 kg 232kg 235kg
11-01-2021 13:37:37 4 220 kg 205 kg 214 kg 235kg
11-01-2021 13:37:07 4 220 kg 205 kg 215kg 235 kg

Screenshot 100 Monitoring page example with components line graph, value
and data table
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e D

I Revert to published \.'crsionl

od B

Rename

Screenshot 101 Revert to a published version is an option available

e.fk

B Info

3 Metwork paQES
Select pages you would like ta show in the portal and as: access categories.
5
Overview_page_v1 Device status Category A
§*)  Licenses
Mare = Add a page
SERVICES +
B ven Card
connect
Select which card you would like to show in the portal.

SJ  ETT732VNC .
ca
Standard_card_v1

» CP112_DS

Screenshot 102 Fleet Manager - Device -> View - “Add page” to add
page to device.
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X Add a page

Fage®

Access category *

Category A

Screenshot 103 Add Device Page

Device status First Dashboard
: Cloud connection status
Status Logbook VPN data usage
@ VPN connection AMOE
Web Access
@ Configuration connection AMO4
ETT732ZVNC
m @ Datalogging connection  AMO4.
Cloud connection status
Status Logbook VPN data usage
Torgue
@ VPN connection AMOS
150 200
//_N\ 250 @ Configuration connection AMG4
100

Screenshot 104 Navigation in-between pages is allowed from Portal->Device.
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5.7.4  Cloud Notifications
The Cloud Noatifications offers the possibility to record notifications about important machine
events and to send them via e-mail.

For cloud notifications, a license is required. Active and available licenses are displayed in
Apps menu > Fleet Manager - Device -> Licenses (Screenshot 105).

e. e

(] info

4 @ Network

a .
EI:I View
ﬂ Licenses

s More

Screenshot 105 Click Licenses for Device Licenses page.

5.7.4.1 Activating Cloud Notifications

1. Acquire a license from your SIGMATEK representative.

2. Activate Cloud Notify via Licenses (Screenshot 106).

3. Insert Activation code and click Activate (Screenshot 107).

4. Add Notification via Fleet Manager - Device > More(...) > Add noatification
(Screenshot 108).

5. Select the concerning connection, enter the alarms details and press Add
(Screenshot 109).
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Cloud Logging

Gain insight into your machines with reports and live dashboards.
License type 20,000 dps/hr.

License number LOG-20220524-00000 Trial
Expires on 24/06/2022,15:42

180 dps/hr. reserved for log on interval

Current usage @ 19,820 dps/hr. free for log on change/trigger

Deactivate Change license

Cloud Notify

Get notified about important machine events.

Screenshot 106 Activate Cloud Notify via Licenses.

Activate Cloud Notify

Activation code *

This field is requined

Screenshot 107 Insert Activation code and click Activate
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G
4 Metwork

os i
so Miew
f*} Licenses
=+  Maore
SERVICES +

@ VPN connect
nJ  ETT732WNC

3 CP112_DS

Screenshot 108 Add Natification via Fleet Manager - Device > More (...) >
Add notification
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Add notification X

Severiny *
High priority alarm

A notification will be sent]  Ewen*
when the connection is|  Lost

Duration * .
for 45 s minutes

Camgcry’:A

-

Cancel Add

Screenshot 109 Fill-in notification details

5.7.4.2 Configuring Cloud Notifications
1. Setup Datasource service: see section 5.7.1.
2. Configure alarms:
a. In Fleet Manager > Select device > Data Service - Alarm triggers >
Add trigger (Screenshot 110).
b. Set the source and parameters for the Alarm trigger and click add
(Screenshot 111);
i. Name
ii. Severity
iii. Condition
iv. Threshold or variable
v. Period
vi. Instructions

vii. Access Category
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c. The New Alarm trigger is displayed in Fleet Manager - Select device >
Data Service - Alarm triggers. Click “Push config to device” (Screenshot
112).
3. Configuring receivers from the alarms (Screenshot 113):
a. The receivers must be registered as device users.

b. From the Apps menu > Admin - roles - click add category access.

B 7 -
@ i Alarm triggers Import from CSV-file
» Network
S Adda
08 view
N +  Sever 1 Formmul Over a period Instr X tege
Licenses ! !

+ More

[ veN connect
1 ETTIAzUNC
- B

Variables

Tags

Log triggers

— [Eomwee]

Screenshot 110 Adding a trigger via the Data source menu.
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Add trigger
Variatie *
| [ | ”

Hame *
Sevesity .
High priority alarm
Condition * -
Greater than
Threshald type * Variabie *

- -
Variable
Crer 3 perind

- = -
10 H Milliseconds
instrucsiors
Access category ¥ .
Category A

Cancel Add

Screenshot 111 Setting the source and parameters for the Alarm trigger.

| Push config to device

Alarm triggers Exportto CSV-file  Import from CSV-file
< 4 Addafiter
[0 nName *  Severity Formula Qver a period Instructions Access categary

D - High priority alarm - 10 milliseconds - Category A Edit Remove

Screenshot 112 “Push Config to device” to sync with device
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= Admin z == SIGMATEK o
REMOTE ACCESS

[Eh Identity

Roles
2, Groups Name Type Access category
[  Customfields Customer Group/Device-specific Category A V)
] Licenses Engineer Company-wide Vsl
O Usage Platform administrator whe' Company-wide Category A / E
B Audit trail = Add role

¥p  Translations

Access categories

Category A Default

Some users

—» Add access category

Screenshot 113 Edit users Access category for receiving notifications for

specific alarms

5.8 User Administration

Under Admin via APP menu - Admin (Screenshot 114) users and its device permissions
can be managed. The core components of managing users are Roles, access categories and

groups:

e Roles —is a selection of admin or device permissions the user will have on the RAP
cloud. They are of two types:

o A “Company-wide role” allows to select a wider range of admin options for
this user.

o A*“Group/Device specific” limits the user to group specific or device specific
permissions.

o Adding a new Role is via Admin page and clicking Roles=> Add Role
(Screenshot 115).

o Edit permissions and click add (Screenshot 116).

o Default Roles Customer, Engineer and Platform Administrator are

available and can also be edited.
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e Access categories — are a selection of pages and services.

o

o

o

The diagram in the Screenshot 117 below shows how access categories
work. An access category is added when a specific service is configured
as previously configured in sections 5.6.2.1, 5.7.3, 5.7.4.2 for a VNC
server, a device page and cloud notifications respectively.

A new access category can be created via the Admin page, Roles > Add
access category (Screenshot 118).

Add a name to the new access category (Screenshot 119).

e Groups - Selection of devices and users.

o

o

o

o

A group is assigned to users that are not assigned a “Company wide role”.
Groups can be organized in listings of group types for a more structured
approach, if many groups exist (e.g. Customer, machine type, region).

To make a device visible for users that are not assigned a “Company wide
role add the device to a group via Fleet manager - Select Device to edit
- info &> Groups > edit (Screenshot 120).

Creating a new Group is via the Admin page and Groups > Select Group
type = “+ Add new group” (Screenshot 121).

@ = SIGMATEK o

REMOTE ACCESS

Portal

Fleet Manager

O
By Admin
&

B Studio

Screenshot 114 APP menu = Admin for managing permissions
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= Admin
Identity

. Roles

) Groups

[@ Custom fields
@] Licenses

Q) usage

B Auvdittail
Hp  Translations

Roles

Name Type Access category
Customer Group/Device-specific Categary A
Engineer Company-wide

Hew Role Group/Device-specific Category ©
Platform administrator ‘sl Company-wide Category A

> Add role

Access categories

Category A Defoult
Category B
Category C

Some users

=5 Add access category

A
o o o

[=]]

Screenshot 115 Adding a new role via the Admin page
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Add new role

Mame *
New Role
Comparny-wide rale

User hias access to all devices, groups and templates

Group-spe:
User has limi

or Device-specific rale
2ccess, only 1o @ specific groug or 2 specific deviee

ADMIMN

Configure company identity

View awdit trail

View licenses

Manage roles, ac

ategories, group types and custom fields

Manage groups

Manage pages and cards

Manage users CD

DEVIC

Manage devices

Manage device templates

Services, pages and notifications linked to - Category A

Services, pages and natifications linked 1o - Category B

Services, pages and natifications linked 1o - Category C

Services, pages and notifications linked 1o - Category D

Services, pages and natifications linked to - Some wsers

NOTIFICATIONS

Expiring licenses

LOG IM

BOORB OBsD0DO0oOB\0o0O

0@

O

Cancel

Screenshot 116 Editing permissions
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Service Engineer

Customer

Access Category A

HMI
(VNC Service)

!

Access Category B

Monitor
(Cloud Logging)

Screenshot 117 Access Category diagram

Admin

Identity

Roles
2, Groups Mame Type Access category
Fg  Custom fields Customer Group/Device-specific Category A s 0
Licenses Engineer Company-wide F 0
O usage New Role Group/Device-specific Category C s 0
E Audit trail Plalfurmaﬂminislra[ur! Company-wide Category A f ﬁ
Ay Translations —» Add role
Access categories
Category A Default H
Category B H
Category C i
Some users H
Screenshot 118 Adding a hew access category
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. |
Add new access category
Mama *
Category D|
Cancel Add
a|
Screenshot 119 Adding a name to the new access category
< rafl
B info
General
3 Metwork
oe
S0 Vew MNarme - Edit
] Licenses
Description - Edit
More
Location - Edit
SERVICES +
@ VPN connect
Groups
< I
' - Custarmer Group A Edit
»
- Machine type - Edit
type A - Edit

Screenshot 120 Adding RAR Device to group “South America” from Group
type “Regions”
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= Admin

dentity

- Roles Groups

@ Custom fields

Africa 2 0
@1 Licenses

Asia 2 0
Q  usage

Furape £ 0O
B Audittai

South America 4L 0
F  Translations

Screenshot 121 Adding a new group to group type “Regions”

5.8.1 Adding a new user

A new User can be assigned different roles with the RAP. A complete list of all the users for
a company can be accessed via the Portal page from APPS menu - Portal > select Users
(Screenshot 122).

e Add anew User:
o Click the “+ invite users” icon at APPS menu - Portal > select Users
(Screenshot 122)
o Fill-in the details including the new user's email and Access level
(Screenshot 124).
=  Access Level — You must choose whether you want the role to be
applicable to all devices and users in your company, to a group of
devices and users or only to one device.
= Role — Each role is a combination of permissions and thus
determines what a user can and cannot do. Roles can be
managed via Apps Menu > Admin - roles.
=  Group/device — The user will have access to all devices in this
group and the selected roles is limited to this group. With device-

specific access, you can select one device to which you can gain

Page 90 07.08.2023



> SIGMATEK REMOTE ACCESS GUIDE

access. Roles can be managed via Apps Menu > Admin >
Roles.
o Pending invites are shown with a blue icon (Screenshot 125).

o The invited user receives an e-mail with a registration link.

o

Devices

Users

Screenshot 122 Access to list of users is via the Portal Menu

Name T E-mail address Last active Roles Two-factor authentication

o _ You - 10 minutes age Platform administrator  Off

Screenshot 123 Invite new users via the Portal menu - users.
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Invite users

|A:: more e-mail addresses..

Access level

R comp de 282 Group-specif [0 Device-specific
Deviee g
| - w| Customer v

B Tpmporary access

By inviting the user{s) to the group(s) they will get access to the
following 1 device(s):

RAR Ken

Cancel

Screenshot 124 Fill-in the details for the new user’s email and Access level.

Name T E-mail address Last active Roles Two-factor authentication

Invited user B . B
Expires in 14 days - Customer at
o - You _ 2 hours ago Platform administrator  Off

Screenshot 125 pending invites are shown in blue.
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6 Example Solutions

In this section, several universal remote-access configurations are presented.

e Using an example, a step-by-step guide is provided for the first solution.
e For all solutions, a diagram is used provide a series of suggested configurations to

illustrate the required connections and interface settings.

6.1 Solutions Based on the Remote Access Router (RAR)

Set-up example based on example 1:

1. Open LASAL CLASS 2 and create an online connection to the HMI.
2. To access the HMI via the RAR, the default gateway must be changed to the IP
address of the RAR (Screenshot 126).
a. Open the editor Autoexec.lIsl via Debug > File Transfer > Edit Autoexec.lsl
(Screenshot 126).
b. Setthe gateway to the router IP address (Screenshot 127). This is located
via the RAP Fleet Manager menu - Devices - Network - Lan -
Router Lan IP.
c. Restart the control to enable the new IP configuration.
3. Connect the HMI to the RAR using an Ethernet cable (Screenshot 128).

DEBUG | TOOLS EXTRAS WINDOW  HELP

Online Alt+F6

Set/Delete Online Password.

Bui

Start

mv Ja¢€

Reset 8
Step & Instructionpointer

»
Breakpointls) »
Settings >
»
»

File Transfer

Download OS.

Interpreter

Download connection file..
Delete connection file at PLC
Load File from PLC.

Save File to PLC.

Load Project into PLC

Save Project on PLC

Backup Project to PLC.

Restore Project Backup.

B9 Edit Autoexeclsi. N

B View Event00/Salamander.log

Screenshot 126 Opening the editor Autoexec.Isl from LASAL CLASS 2.
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> SIGMATEK

REM | LASAL OS5 Installation |
REM | Sigmatek Gmb &CoKG |
REM | www. sigmatek. at |

REM----(01)BASIC Settings
SET EVENTLOG ON

SET OSHEAP 150000

REM

REM----(02)Communication Settings--------———————-—-
SET CAN 1 BAUD 1 STATION O

SET IP HOSTADDR 192.168.111.20
SET IP SUBMET 255.355.2355.0
SET TP GATEWAY 192.168.111.1

SET STATION 1 .
SET Routingtable c:routing.txt

REM

REM----(03)Main Settings
CALIB CHECK

SET RUNTIME 30

VER

REM

Reload File Save on PC | Save on PLC | | Save & Reboot PLC | Cancel

Screenshot 127 Entering the IP gateway into the Autoexec.lsl.

Screenshot 128 The HMI connected to the RAR can be accessed via the
RAP.
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6.1.1 Example 1: RAR Wired, One-CPU Solution

ISP (Internet Service Provider)

T

Router \\
IP: 192.168.0.1
SUB: 255.255.255.0 ROUTER L
WAN| [LAN LAN LAN| |LAN
ETT 0833

RAR LAN

IP:192.168.111.1
SUB : 255.255.255.0

> SIGMATEK

ol *

T
miémrgo = \
L] £ =
) X8
X1 X ox ox3 x xS
ETH1| [ETH2
IP 1: 192.168.111.20 : :
SuB: 2652552550 1 LIP1] [[IP2]

[[GATEWAY - 1921681111 | 3
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6.1.2

Example 2: RAR Wired, Two-CPU Solution

ISP (Internet Service Provider)

ROUTER

N

ziziziziE

Router

T SIGMATER

IP: 192.168.0.1
SUB: 255.255.255.0

RAR

IP: 192.168.111.1

SUB: 255.255.255.0

=

X2 X8
X1 2 X4 X5 X6 x5
HMI Eth1
ETH1| [ETH2
IP: 10.100.3.3 Pl | P23

HMI must be set to communicate

through the CP112 ETH 1 p

ETT 0833

e
=

ort

CP112 Eth2 (X3)
IP: 10.100.3.123
SUB: 255.0.0.0

Must not be in the
same range as Eth1

ETH Port 1: This IP address must be
IP- 192.168.111.20 < assigned in the gateway
YSUB: 255.255.255.0 IP address range

GW: 192.168.111.1
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6.1.3 Example 3: RAR + WIFI, One-CPU Solution

ISP (Internet Service Provider)

ROUTER .\\
o] ] o] ] o

ETT 0833

Router
IP: 192.168.0.1
SUB: 255.255.255.0

RAR

IP:192.168.111.1
SUB : 255.255.255.0

= Sonary,

IP 1: 192.168.111.20
SUB : 255.255.255.0

ETH2
[IP2]

| GATEWAY : 192.168.111.1 |

07.08.2023
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6.1.4

Example 4 RAR + WIFI, Two-CPU Solution

ISP (Internet Service Provider)

ROUTER .\\

o] o] o] o] [

Router IP address
IP: 192.168.0.1
SUB: 255.255.255.0

X1 X2

HMI Eth1
IP: 10.100.3.3
SUB: 255.0.0.0

GW: 10.100.3.123
GW must be set to
communicate through the
CP112 ETH 1 port

X5 X6
ETH1| [ETH2
[IP]]|[IP2]

microSD
S
X7

—
=,
—
(==

X8
X9

CP112 Eth2 (X3)
IP: 10.100.3.123
SUB: 255.0.0.0

SUB: 255,255.255.0

Must not be in the
same range as Eth1

CP112 Eth1 (X4):
1P: 192.168.111.20

GW: 192.168.111.1

<« this ip must be assigned
in gateway ip range
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6.1.5 Example 5: RAR + Mobile Network, One-CPU solution
R
LAM address
IP-192.162.111.1 x1 X2 X5 X6 x7 X8
SUB. 255.255.255.0 X3 X8
HMI Eth1
IP:10.100.3.3 E[T|E]1 [ElTPszl
SUB 255.0.0.0
4GILTE I I GW must be set to communicate

through the ETH 1 port

ETH Port 1:
1P 192.168.111.20%
SUB: 2552552550

GW:- 192.168.111.1 I

CP112 ETH port 2 must not be
in the same IP range as ETH port 1
ETH Port 2:

IP:10.100.3.123
SUB: 255.0.0.0

this IP address must be
assigned
in the gateway IP range

CEAATHE MO ATE
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6.1.6

Example 6: RAR + Mobile Network, Two-CPU Solution

LAN address
IP; 192.168.111.1

SUB: 255 255 2550

X2 X8
oo X X5 X6 xi X
HMI Eth1
IP: 10.100.3.3 E[-Il-g ]1 Fl‘:—:’HZE]
SUB: 255.0.0.0

GW: 10.100.3.123

GW must be set to communicate
through the ETH 1 port

CP112 ETH port 2 must not be
in the same IP range as ETH port 1

ETH Port 2:
IP: 10.100.3.123
SUB: 255.0.0.0

|—

this IP address must be

ETH Port 1:
1P 192.168.111.20%¢—
SUB: 2552552550
GW: 192.168.111.1

assigned
in the gateway IP range
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6.2 Embedded Remote Access Solutions (RAE)

6.2.1 Example 7: RAE100 One-CPU Solution

T

ISP (Internet Service Provider)

ETT 0833 with RAE

N

ROUTER

WAN| [LAN| |LAN| [LAN| |LAN

IP: 192.168.111.1

IP 1: 192.168.111.20
SUB ;. 255.255.255.0
- GATEWAY : 192.168.111.1 |
DNSTE858

ETH 1
[IP]

ETH2
[IP2]

07.08.2023
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6.2.2  Example 8: RAE100 Two-CPU Solution

To enable this solution, an additional port forwarding configuration is required on the

controller running RAE. See section 5.5.

ISP {Internet Service Provider)

T

N

ROUTER
WAN |LAN| |LAN| LAN| |LAN
Router IP address
GW : 192.168.111.1
-
CP112
RAE100

(Cloud microSD =7
Gateway) Card ==1.
—
|
X2 X8
X1 5 X4 X5 Xé X7 X5

LAN-Address —\eppy 4| |ETH2

IP: 10.100.3.3 [PT | [P 2]

SUB: 255.0.0.0 . .

ETH Port 2:
IP:10.100.2.123
SUB: 255.0.0.0
ETH Port 1 This IP address must be
 — || 1P 192.168.111.20 | «—— assigned in the gateway IP
' SUB: 255.256.255.0 address range
GW: 192.168.111.1
[ DNS 8385 | «—— Google Public DNS
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6.2.3

Example 9: RAE100 as a Gateway

ISP (Internet Service Provider)

T

ROUTER

WAN |LAN| |L.~\N| LAN| |LAN

N

Router |P address

GW : 192.168.111.1

cP12
RAE100
(Cloud microSD T
Gateway) Card f _:
- . X1 % X4 X5 X8 X7 %
F 5% LAN-Add
101 112 - ress ETH 1 ETH?2
IP-10.100.3 3 e | op 2
SUB: 255.0.0.0 : .

ETH Port 2:
IP: 10.100.3.123
SUB: 255.0.0.0

This IP address must be
assigned in the gateway IP
address range

ETH Fort 1:

| IP:192.168.111.20 | «——

' SUB: 255255 255 0
GW: 192.168.111.1

+—— Google Public DNS

v

v

L

SPS 1(CP311) SPS 2(CP112) SPS 3(CP111) SPS 4(CP102)
VNC Server VNC Server VMNC Server VMNC Server
LAN address LAN address LAN address LAN address

IP: 192.168.111.61
SUB: 255.255.255.0

IF: 192 168.111.62
SUB: 255.255.255.0

IP: 192 168.111.63
SUB: 255255 255.0

IP: 192 168.111.64
SUB: 255255 255.0

Example Autoexec.lsl

REM Ethernet interface
SET IP HOSTADDR 192 168 111 10

07.08.2023
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SET IP SUBNET 255 255 255 0
SET IP GATEWAY 192 168 1111
SETIPDNS 8888

SET IP 2 HOSTADDR 10 100 3 123
SETIP 2 SUBNET 255000

REM port-forwarding for access to the Cpxxx VNC from the RAP

FIREWALL "-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport 5901 -d
192.168.111.61 -m state --state NEW"

FIREWALL "-t nat -A PREROUTING -p tcp --dport 5901 -j DNAT --to-destination
192.168.111.61:5900"

FIREWALL "-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport 5902 -d
192.168.111.62 -m state --state NEW"

FIREWALL "-t nat -A PREROUTING -p tcp --dport 5902 -j DNAT --to-destination
192.168.111.62:5900"

FIREWALL "-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport 5903 -d
192.168.111.63 -m state --state NEW"

FIREWALL "-t nat -A PREROUTING -p tcp --dport 5903 -j DNAT --to-destination
192.168.111.63:5900"

FIREWALL "-A FORWARD -j ACCEPT -p tcp --dport 5900 --sport 5904 -d
192.168.111.64 -m state --state NEW"

FIREWALL "-t nat -A PREROUTING -p tcp --dport 5904 -j DNAT --to-destination
192.168.111.64:5900"

FIREWALL "-t nat -A POSTROUTING -] MASQUERADE"

IXAGENT START

LSLLOAD
RUN
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6.3 User Administration

6.3.1 Example 10: Remote Access Service

Customers are assigned to a category to facilitate maintenance by service technicians. It also

ensures that customers can only access the cloud logging service. The service technicians

can additionally access VPN and HMI.

= Admin

Identity
. Roles

» 2 Groups
@  Customfields
] Licenses
(O Usage
B Audittrail

X Translations

i
Roles
Jam Type A
Customer 1 Group/Device-specific Category A
Customer 2 Group/Device-specific Category A
Customer 3 Group/Device-specific Category B
Engineer Company-wide All
Platform administrator e Company-wide All
Service Technician A Group/Device-specific Category A
Service Technician B Group/Device-specific Category B

—> Addrole

Access categories

Category A Default
Category B

- Add access category

o SIGMATEK °

REMOTE AcCESS

SN NN NN
o o o o o o

N,
[m]]

Screenshot 126 User administration menu

> SIG[\:LAW:EWDS Al Q
Name » 4
m
Screenshot 127 The customer only sees his device
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> SIGMATEK Al Q
LLLLLLLLLL s
Name »
m
Devices
Routerl ffline Router2 offline
o8
User:

Screenshot 128 The service technician can access all devices of category A.

= SIGMATEK we Q =N ]
e« 1 o (=]

Screenshot 129 Admin and engineer sea all devices in this example
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7 Installation iOS App

7.1  Start Menu and App Store

First log in to your device and navigate to the home screen. Search for the App Store on your
device. The App Store is marked in red in Screenshot 1. Open the App Store. Now go to step
2.

Note: If the App Store cannot be found on the home screen, wipe from top to bottom on the
right side of the home screen. This opens another screen (see Screenshot 2) with a search
bar (marked red). Enter App Store there.

vvvvvv

A i
B v I xlclviolnlm) |-

m e &
7“‘ A'¥-- &=V -

Screenshot 1 Home screen Screenshot 2 Search bar
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7.2  App Store — Sigmatek App

Once the App Store is open, a window appears with a variety of apps that you can download.
But to find "SIGMATEK Connect" as an app, click on the magnifying glass icon in the bottom
right corner (see Screenshot 3). A search bar appears on the screen, enter "Sigmatek
Connect" there. The search bar is marked red in Screenshot 3.

You should now see a screen similar to the one shown in Screenshot 4. You will now be
provided with several apps to choose from. Please find the "SIGMATEK Connect" app and
click on it. If necessary, scroll down a little to find the app. In Screenshot 4 the App is marked
green. Go to step 3.

1501 Disnstag 25, ul Fe o0 1519 Mot 24 Ju. 600 -

Fiter v | O Sigmatek Conrect @ Abbreche

Suchen Q]
S5 SGUATEK Comnect ® E Remote ficcess
4 ps, Storys und m e N p— s
Ent decken s e —

offine games

bus simulator
fussball freevpn

pdf

Empfohlen

foodora AT Essensieers..
] i LADEN
o
b Angry Birds 2 e
&
QuizzLand i
h'a Algemeinvissen-Quiz  LADEN S ’S“'T“ LADEN
i agheh Foge
g i
3 Candy Crush Saga e
>
"-& Mg Tes 3 Panaare .

Temple Run e

¢ e & [a=] & ol

LADEN

Cooking Fever.
Restaurantspe! LADEN

SETER0O

ﬁ\l Climb Racing 2 LADEN

«“

@
0

Screenshot 3 App Store search bar Screenshot 4 Sigmatek — Connect
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7.3 Install App
Last but not least, you can install the SIGMATEK Connect App.

To do this, press the clouds icon. The icon is marked red in Screenshot 5. Wait briefly until
the installation is complete.

Press Open to start the app. (Screenshot 6, marked red). Go to step 4.

o Vo e W o 7o e
< Suchen < Suchen
E SIGMATEK Connect 4] E SIGMATEK Connect 0]
XONBY X0
SIGMATEK SIGMATEK -
ConnecT « ConnecT -
4+ 143 @ EN 38,6 4+ 143 ® EN 38,6
Clear Overview of all your Machines
0 0 hone- ¢
SIGMATEK Connect, your mobile access 10 our secure, web-based Remote SIGMATEK Connect, your moble access to our secure, web-dased Remote
Access Platform (RAP] of the next generation. morove your entire remote XONBY, Access Platform (RAP) of the rext generation. improve your entire remote XCN B
machine service management. Mehr d machine service management. sehr
Bewertungen & Rezensionen Bewertungen & Rezensionen
Y Ve Y7 Yo Yo O sewerten ® Aop-Support Y Y7 Ve Yr Yo O sewerten © Aop-Supoort
al 4 e & Q st & L4 e & Q
Screenshot 5 Install Screenshot 6 Open
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7.4  Sigmatek Login and Home Screen

If you have now opened the app, a login window appears, as shown in Screenshot 7. At the
same time, the app is added to your home screen in the background, as shown in red in
Screenshot 8. If you do not see the app on your home screen, please check the note in step
number 1 again and find the app. Maybe it hides on one of the other screens. Once you have
found the app, you can relax and open it when and where you like.

Note: Sometimes it happens that due to memory or other reasons, the app is not linked to
the screens of the device. However, you can still open the installed app by going back to the
App Store and searching for the app and opening it as shown in Screenshot 6.

<ipp S 1518 Vaming 22 uk Faonmm

& SIBMATEK

[ Angemeldet bleiten Passuort vengeseen?
=
% Wea@::
Screenshot 7 Login — Platform Screenshot 8 App — Link on home screen
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8 Installation Android App

8.1 Startmenl und Play Store

First, log in to your Android device and go to the home screen. Now find the Play Store app
of Android on your device. The Play Store is marked red in Screenshot 1. Open the Play
Store. Go to step 2.

Note: If the Play Store is not on your home screen, swipe up from the bottom of your home
screen. This opens another screen (see Screenshot 2) with a search bar (marked in red).
There you enter Play Store.

QO %

Messages Calendar Camera Clock Gallery

o QOO E

Google Microsoft  Settings Calculator Phone
Q 4 Apps
Lamprechtshausen =

Contacts Radio Play Store  Secure Samsung
Folder

Screenshot 1 Home screen Screenshot 2 Search bar
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8.2 Play Store — Sigmatek App

Once the Play Store is open, a window appears with quite a few apps that you can download.
But to find "SIGMATEK Connect" as an app, click in the search bar at the top and type

“SIGMATEK Connect". The search bar is highlighted in red in Screenshot 3.

You should now see a screen similar to the one shown in Figure 4. You will now be presented
with several apps to choose from. Please find the "SIGMATEK Connect" app and click on it
If need be, you will have to scroll down a bit to find the app. In Figure 4, the app is marked

with green. Now go to step 3.

09:30 N{A N 88% M
Q searchapps&ga. ¢ f Q o
For you Top charts Kids Categories

Productivity

7 poF

Adobe Acrobat Notepad, Notes,
Reader: Edit PDF  Easy Notebook

QR Scanner:
Barcode Scanner
4.5% 49% 4.7 %

Ads - Suggested for you

TikTok
Videos, Music & Live Streams
4.3%

ins0 Temu: Austria Grand Opening
RI=EYE  Shop on the Temu app for exclusive offers.

4.5%

foodora Austria: Food delivery

Maieinbn mjam is now foodora! delivery service for
food & supermarket
4.2%
a H B
Games Apps Books
I (@] <

Screenshot 3 Play Store search bar

< Sigmatek Connect Q

Rating ~ Premium

About these results ®

N

50K+ 3]

Downloads PEGI 3 ®

Bluetooth LE Mobile App

09:31 Ni= N 88% W

©

EFR Connect BLE Mobile ...
PE—2d Ad - Silicon Laboratories @

SIGMATEK Connect
Sigmatek GmbH & Co ... * Productivity
& Installed

rﬁ LSC Smart Connggt

Calex Europe * Tool
LSC

3.4% 1M+

B SIGMA RIDE
A SIGMA-ELEKTRO GmbHY+ Bports
4.5% [ 50K+

Home Connect
Home... = Lifestyle » House & Home
4.2% 1M+
PN Technisat CONNECT

Il O <

Screenshot 4 SIGMATEK Connect
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8.3 Install App

Last but not least, you can install the SIGMATEK Connect App.

To do this, press Install. The Install button is marked red in Figure 5. Wait briefly until the
installation is complete.

Press Open to launch the app. (Screenshot 6, marked red). Go to step 4.

09:32 AfA N 88% W 09:33 AR 88% M
< Qi < Q H
SIGMATEK Connect E SIGMATEK Connect
ey Sigmatek GmbH & Co KG SIGMATER Sigmatek GmbH & Co KG
Rate this app What's new e 5

Tell others what you think Last updated Jun 9, 2023

ﬁ ﬁr ﬁ ﬁf ﬁ We update the app reg

better for you. Get th
available features.

ly so we can make it
test version for all of the

. . 's version includes several ...
Write a review

Rate this app
Developer contact - Tell others what you think
About this app >

Write a review

App for using SIGMATEK's secure cloud platform:
Your machines at a glance

Developer contact v
Productivity
About this app >
100+ 3]
Downloads PEGI 3 @ App for using SIGMATEK's secure cloud platform:

Your machines at a glance

Clear Overview of all your Machines
Productivity

1l (@] < [ @] <

Screenshot 5 Install button Screenshot 6 Open app
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8.4  Sigmatek Login and Home Screen

If you have now opened the app, a login window will appear, as shown in Screenshot 7. At
the same time, in the background, the app is added to the home screen, as shown in Figure
8, marked in red. If you do not see the app on the home screen, please look at the note at
step number 1 again and find the app. Usually it hides on one of the other screen pages.
Once you have found the app, you can relax and open it when and where you want.

09:34 N=N87%m

o> SIGMATEK

REMOTE ACCESS

E-mail address *

s

Password * (]

[ Keep me logged in Forgot password?

Create account

] (@) <

Screenshot 7 Login - Platform

Screenshot 8 App link
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